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Data Quality DQ1
DQ2
DQ3
DQ4
DQ5
DQ6
DQ7

Privacy issues due to information sharing risks

Data quality issues due to the lack of unified area ontologies

Data quality issue due to heterogeneous (structured vs unstructured) data sources
Data quality issue due to the lack of data accuracy

Privacy issue due to re-identification caused by combining data sets

Data quality issue due to the lack of centralized databases

Data quality issue due to language misconceptions, e.g. usage and jargon

Economic EC1
EC2
EC3
EC4
EC5

The high cost of creating and maintaining big data analysis infrastructures
Financial issues due to the lack of reliable Return-on-Investment (ROI) studies
Lack of low-cost analytical tools to carry out big data analysis

Lack of big data system architecture plans leading to unpredictable cost increases

Financial issues due to limited organizational budgets

Ethical ET1
ET2

Prejudicial use of algorithms, e.g. discrimination based on ethnicity

Privacy issue due to human habits, ethics and culture

HU1
HU2
HU3
HU4

Lack of skilled workforce able to handle big data
Low quality of decision-makers and decision-making
Lack of data-driven and evidence-based culture

Lack of skilled workforce to lead big data projects

Organizational OR1
OR2
OR3
OR4
OR5
OR6
OR7

Lack of information sharing plans

Data quality issue due to unclear ownership

Data quality issue leading to mistakes or allowing misconduct by personnel
Lack of or limited availability of data

Asymmetry of information due to the lack of information sharing policies
Lack of openness and constraints on inspecting algorithms

Organizational issues due to the lack of awareness about the benefits of data

Political and PL1
Legal PL2
PL3

Privacy issues caused by the lack of explicit privacy policies
Data protection issues caused by mass surveillance

Legal issues due to the lack of stable regulatory frameworks

Technical TEL
TE2
TE3
TE4
TE5
TE6
TE7
TE8
TE9
TE10
TE10
TE12

Difficulties in processing vast volumes of data

The complexity of the integration between big data and legacy technologies
Lack of appropriate methods to deal with modern big data systems
Technical issue due to the volumes of big data, causing users’ data overload
Data quality issues due to the lack of timeliness in data delivery
Underperformance due to the lack of big data system architecture plans
Performance issues caused by bandwidth limitations

Security issues caused by the risk of data leakage or hacking

Data quality issues caused by existing data silos

Lack of data accessibility

Security issues due to the unavailability of logs to carry out forensic analysis

Technical issues due to the lack of user-friendly big data tools

us1
us2

Visualizations that are hard to adapt to different audiences

Data quality issues due to the users’ information overload
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KannasooniuuaWiUsvlanivaIna
(Design Principles for Digital Transparency)
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The Open Group Architecture Framework (TOGAF) (2009) AMuuaivann1sainaInsidnladneg asuiiu
° o & PRy o o a a o v = & ad ° Y]
alnaue Sunwazdidu ineativayunisinaulaignaes lnsenaldmuman TOGAF Fuduisunsgiulunisimuanen
nseanuwuu lnsusardormsusenaulume o oAy WnKa AAMUMNIY NSTINWANALATANUMINEMEiY 9y
duaSuanudilanazniseensundnn1seentuunyesdng (TOGAF 2009) wniiwan TOGAF lunns1ai C.1 laeasuld
Tumsnan 2

A15199 2. nann1seanwuUANNIUsslan19hIna
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A19199 3. ANUFUNUSTEUINQUATIALAENENNTS

ganuwuUiaAulUs lannenldva

Code Name Short Name Pl P2 P4 P5 P6 P8 P9 P10 P11 P12 P13 P14 P15 Pl6

P1  Separating privacy-sensitive and -insensitive data at the ~ Privacy DQl x = x x x L
source DQ2 X X X x x X x x

P2 The openness of processes and actors Openness DQI x x x x x x x x x x x x

P3 Feedback mechanisms for improving transparency Feedback Mechanisms DQ4 x x  x x x x x x

P4 Various levels of abstraction for data access Data Abstraction DQ5 x x x x x x x X X

P5 Avoid any jargon or terms that the public does not Comprehension DQ6 x x X X X X x x x x x x
understand DQ7 v x .

P6  Checking and rating data quality Data Quality Rating EC1 . . x r % x x x . x

F7 Visualization of different views Visualization EC?Z x  x x % - x x

P8  Dataaccess in different protocols Data Access EC3 x % x x x x X X

P9 Use of standardized formats Standardized Formats EC4 x

P10 Ensuring that data is unaltered and its history can be Data Persistency EC5 x x x x X x x x x x x x x
traced ET1 .

P11  Data and system interoperability Interoperability ET2 x

P12 Include metadata for data comprehension Metadata HR1 x x - x x - x x %

P13 Transparency-by-design (automatically opening data) Transparency-by- HR? x =x x x x x

Design
P14  Opening of raw data Opening of Raw Data
P15  Assigning stewards responsible for digital transparency Stewardship
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F- Determine - ]

: x * B- Collect data
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C- Publish data

E- Share results
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D- Use data | P2,P3,P4,P5, P6,PT7,PB,PS, |
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D- Related Principles
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# Phase Name

A Elicit data

need

E Collect data

C Publish data

Description [ Justification

Amny data created for whatever reason and
the disclosure of this data is a transparency

action.

Data must be collected in any form, from
manual and physical (e.g. surveys), to
automated and digital (e.g. networked

SEI.'.[SOI‘S).

A step to become transparent, data must be
published (disclosed). Publishing data is at
the heart of the Transparency Cycle.

Related Principle Codes

and Names

Pl
P2
P3
P10
P13
P15

Fl

P3

F10
P11
P12
P13
P15

P3
P4
P5
P6
F7

Privacy
Openness
Feedback
Mechanism

Data Persistency
Transparency-by-
Design
Stewardship

Privacy

Openness
Feedback
Mechanism

Data Persistency
Interoperability
Metadata
Transparency-by-
Design
Stewardship

Openness
Feedback
Mechanism
Data Abstracton
Comprehension
Data Quality
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