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Log Analysis - XpolLog

Log Viewer

system ause

Navigation buttons
250/ 250 records Store Data (100.00%)

Serverlp User ActionType  Action Description Context Thread

55 MASTER  acmin ess SEARCH_ENGINE XpoLogobExecuters. 4
admin SEARCH_ENGINE XpaloglobExecuters-4
SEARCH_ENGINE XpoLogjobExecuters 2

SEARCH_ENGINE KpoLoglobExecuters 2

B system SEARCH_ENGINE XpoLogiobExecuters-2
KpotoglokExecuters 2

XpoLoglobUserExecuters- 169
XpoLoglobEren

£S5 start process
Indiex

Search
search
Search
search
search
Search
Search
Search
Search
Search

XpoLoglobUserExecuters- 166

MASTER  system CHANGE COMPUTATION
MASTER  system COMPUTATION XpoLoglob
MASTER  system E! COMPUTATION KpologlobUse 3
MASTER  system COMPUTATION XpoLogiobUsert -
4 MASTER  system C Log computanion COMPUTATION XpoLoglobUserExec rers- 1
MASTER Loy tion COMPUTATION XpoLoglab

55 COMPUTATION
ROCESS  end process SEARCH_ENGINE
PROCESS | start pracess
ENDPROCESS  end pros

1 - Technical writer (2019)
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Filter and Time panel

I: Q m All Time. .

Object Type  Objact Id Object Name Host Process Time ExtraData Message
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Lo Syslog Tee 15155 sysopTer focatnost 653
Log localhost_acee localhast_access_log  localhost 1
Log localhost_access_log_1 localnast_access Jog localhost A
Log lacalnost_sccess_og_ 1451532204190 ocalnast_access log localhose 1
- 1
Lo localnast sccess jog localhose -1
Log Jocathost )
Log ServietContainer 1
Log 1
Lo 8
Lot ; !
Log Lo st 1
Log xpig_access log 1
XpoLoghemary !
Log test 1
spolaglog !
Log eror log 3
Lo localnast
Log xpologicensing sartpr 15
Log xpolog-licensing start computing log x
Log xpologdcersing  locahose -1
Log xpolog: '] locathost 1003
Loz mailog ocathose -1
Lo mailog focahose 1
Log mailog locathose 1
Log maillag mailiog Iscalhost 15
526
- - 1
Lo cataina_144891 241643 cotalins out Idxpologcom 3077
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Application and Data Protection - Imperva

7 IMPERVA
.C. SECURESPHERE

[IELNE  Application View

Web Application: gg > ws > app

DISCOVERY & CLASSIFICATION SETUP [PROFILE| RISK MANAGEMENT POLICIES

AUDIT REPORTS

MONITOR

i i | t %
Change Application =
Bl Root HTTP || SOAP || Correlated Queries
o 5.4
=l URLs (Tree View) 2 "9 R HTTP Methods
URLS (List View) B Qi i(root directory) (14/14) D S
URL Patterns -6 v2 (1414) BCOFY - FPOST
: 3 BOELETE PUT
Cookies QS‘] pet (4/4) EMOVE E]
User Tracking BPROFFIND
Learned Hosts EPROPPATCH =

Susceptible Directories
URL Ingight Graphs
Access Patterns

Broken Links & References
Optimization

1 - Alok Shukla (2017)
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' Ao w I3 a &
7199 Nd1Ayve999AnT laslusunsy Imperva AU
wounalndulsioas (Web Application Firewall : WAF)
< I3 a1 o a < Iz °
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Allowed Content Types

|#] JSON

o] XML

|| Others ﬂ

Parameters

|Name |+|”|ValueT5rpe

category Foreign Language Characters (UTF-8) with additional characiers
id Foreign Language Characters (UTF-8) with addifional characters

E name Forsign Language Characters (UTF-81 with additional characters

photaUrls Foreign Language Characters (UTF-8) with addifional characiers
status Foreign Lanquage Characters (UTF-8) with addifional characters
tags Foreign Language Characters (UTF-8) with additional characiers
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o & ' a A a
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¥ . Y
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Penetration Testing - Metasploit

el S IOIt &5 Project - Test ¥ = Account - jondoe v & Administration v (3 Community
@ communlty
@ Overview 54 Analysis | L] Sessions 9 % campaigns - Web Apps % Modules > Tags Reports Tasks
Home Test Hosts
= Go to Host Delete % Scan £ Import ::>-? Nexpose @ Modules 2% Bruteforce @ Exploit @ New Host Q=
|§ Hosts || L] Notes || @ Services H @ Vulnerabilities | Captured Evidence |
Show W entries
L] IP Address Name 0S5 Name Version Purpose Services Vuins Notes Updated w Status
10.1.95.80 EH Unknown device 1 2 minutes ago
6 Linwx
vmware-bavm
] 10.1.95.113 vimware-bavm 2.6.12-9-686 #1 Mon device 1 1 3 minutes ago Shelled
Oct 10 13:25:32 BST
2005 i6B6
10.1.95.253 = Konica Printer printer 1 5 minutes ago
Showing 1 to 3 of 3 entries [ First | | Previous | . Mext | | Last |
<2 RAPID7

Metasploit Community 4.1.0 - Update 20111012000000

fian - Saeeddhgan (2019)

Metasploit Wulowmuwesa (projectopensource)
Ffun1sdunisinwauvasnfenisnoufiained
(computer security) lag Metasploit gnlddmsunis
NAFBUNITLAIZIZUU (penetration testing) 1ATINIT
Metasploit fignadalng HD Moore 1wl a.a. 2003 Jaqiu
agnelel Rapid7 ng Rapid7 lewmuiiesdusanuidn
Mg Metasploit Express wadtoug1nlild Metasploit
Framework a3

@ 2010-2011 Rapid7 LLC, Boston, MA

A 3 TUsunsu Metasploit

AsNAERUAUALTUAIUaEA A BT ITEUUIY
Wiosvuuasetny awnseld Metasploit Wua3asdiolu
nsvadeu lag Metasploit Li‘Ju%WﬁLn%ﬁagj’lumem
urannasuy @1unsaltAun W8 LaEATINERUNIYR-
nifluszuuadetisneufiames ogrslsinuiesan
Metasploit finaruausagedsenagnuesindulada
Aoufiumed dtudeufndsldnuidosdnnisiaues
Tswnsudesrulasa (antivirus) wasdanisyinaruwes

51088 (firewall)




g Anti-Phishing - Hoxhunt

Reported by 1252 users, 48 in your organization

Sender ip: 195.201.201.128 [ sncosw ]

Links:

111 www.office365.eu.com/signin ([IETETIED

ol oo 2 CLEMN

TUsun53 HoxHunt umendwsnviednsside

AnAL waztrevaaeuluiFesnnuasemindiuausiung
Unenfbrasynainsluesdng Meludiuresnsseiings T
Phishing Tnelusunsuiianunsndsnnunedidnnsetind
lugatmaneiidesnmsmagoumnuasemiin 1wy wiinaw
viefuims iilegindledsuldanmunedidnnseinday

T¥auauloseanmnuiedidnnseindivasnaistiunse
L egelstmudSuanmnedidnvseiindezliiindunse
a9 91nnsdsveslusunsy HoxHunt setudselewdi
azlasuannnisldaulusunsunenanifen1sseansy e

(awareness) ¥a4UAAINTIULTBIVDIANTUASUADALE
meansaune dsdioduiilandnvesesdnslulagiu
#1317 : Hoxhunt (2019)

AW 4 TUsunsy Hoxhunt

Fraud Detection - Riskified

RISKIFIED FLOW

) K

You can decide which We quickly provide You are only charged We guarantee
orders to submit simple approve/decline for approved orders approved orders in
decisions case of fraud

‘1’71@11 : Ghananewsline (2019)

AT 5 Riskfield flow

nsteariun1svinase (fraud detection) Ineunfutsesndu 2 Ussian loun
1. m3ngaadunslalumaiiiin (misuse detection) iumsnsradulnsendednuwazysesuuuuildimunliud
Munsyngnudahnivieuiisudedumsumansalfidntulussuuiienaiunyngnlaeass
X 2. mansdumsldandiinluanun@ide (anomaly detection) Taserdemsdanamgnssunslininens
yosszuuneniamesiRnlUnannznslinuund Tnedanmidnglivionnssuvaudlday
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